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WHAT'S IN A NAME

Drone: Unmanned Target Aircraft
UAV: Unmanned Aerial Vehicle
UAS: Unmanned Aircraft System
LSS: Low Small and Slow

RPAS: Remotely Piloted Aircraft System
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Average idea
of a drone:

Low

Slow
Momentary
Hoovering

Line of Sight

Actual:
- High Altitude
- High Speed
- Battery Life
- Agile

- Autonomous
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AGENDA

1. UAS Threat & Incidents

2. Challenges

Russia’s Zapad 2017 Military Maneuver

How Viadimir Putin simulated an attack on NATO

navy ) naval coerations
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INCIDENTS 2018 ]

GREENPEACE CRASHED DRONE INTO NUCLEAR FACLIT
CRECT SHAPED LIE SUPERMAN RGETS ULDING N FRANC
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INCIDENTS 2019 ]
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INCIDENTS 2020

M/ Live news

Pakistan shoots down Indian drone as Kashmir
tensions rise

fRORvE~

Issued on: 09/04/2020 - 09:20 Modified: 09/04/2020- 0919

Islamabad (AFF) pe—

Phusto:
Civilas

avlacljas
Sl "UaNFactory” peederosais drons, par kura vadibu 2. maijd kontrole pazaudéta, dpeniira

Runaway drone still on the loose
over Latvia
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INCIDENTS 2021

Current threat “UAS & BM”
Nagorno-Karabach, Autumn 2020

» Armenia | Azerbaijan

-ISR . -ISR
. -Loitering munition
-UCAV

-BM STRIKE |
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Armenian and Azerbaijani military weapon capabilities
Assessed systems

Estimated service ceiling (ft) Range (km)
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INCIDENTS 2021 ]

-

Saudi Arabia, Abha int Airport 10 FEB 2021

“Houthi militants in Yemen conducted
an UAS attack on Abha Int Airport,

southern Saudi Arabia”
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UAS THREAT

1. Civil domain:

a. Methods
b. Vital Infrastructures
c. Events

2. Asymmetric conflict

3. Symmetric conflict (High Intensity)

11
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THREAT: CIVIL % METHODS / INTENT g3

Drone terror attack by jihadists

Reckless behaviour in Britain is ‘only a matter of
time’, security sources warm

. Deliberate disturbance

. Propaganda / Intimidation

. Smuggling
. ISR (intelligence / surveillance / reconnaissance)

. Direct Attack — without payload

N~ o oA W NP

. Attack — with payload (explosive / CBRN)

12
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THREAT: CIVIL

Vital Infrastructure (Fixed locations )

« Energy supply
« \Water Purification Plants

« Government buildings

 Airports
e Trainstations

e Prisons
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THREAT: CIVIL

Events (NLD)

o 27 april Kingsday e« 30 june Veteransday
« 4 may National Commemoration e 21 - 24 July 4 Days March Nijmegen
e 1,2 & 3 may F1 Zandvoort e 21 - 23 aug Lowlands Concert

e 12 - 16 may Eurovision Songfestival «+ 4 - 6 sep World Harbour Days
e 19 - 21 june Pinkpop e 19 sep Prince’s Day
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THREAT: MILITARY

1. Symmetric conflict:
a. ISR
. Information
ii. Fire Control
ii. BDA
b. EW

2. Asymmetric conflict:

a. ISR =
1. Information ﬂ "SYR\A
2. Fire Control (incl. VBIED) - ;‘iH

b. EW i "*I_.'.,_. ! (D) NV A mase

c. Attack - B A

1. Without payload
2. With payload
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THREAT: MILITARY & UKRAINE

- .

UAv “Eleron-3CB" vAv “Takhion™ UAV “Orlan-10"
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THREAT: MILITARY & IRAQ

17
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THREAT: MILITARY £ SYRIA

Small asro |

angine i 18
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Multiple weaponised TURKEY Alepl:u:s.

drones lhunched first
mass attack on
\ Russian bases Ldll'b
e heee sy _ " Maarat

! Latakia g al-Muman

SARMED DRONES MTMH = P A X
* whs n£ PEL[EU “Z ,"J - A B J Talmanas

/s I Tartus rawval
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PANTSIR-51 AlR DEFENSE SYSTE

NLD C-UAS

il
Munitdens released
by electrenic
trigger device
o =5

Eight bomblets,

four under cach

wing \
Wingspan: E—IOft
Lengch: 4-6fc

25 juni 2021



AGENDA

2. C-UAS Operations Concept
e Classification

19
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ATP-3.3.8.1

Mormal Marmal Primary
Category Ern".l::milent Operating Missicn Supported 5:;';:'::
ploy Altitude Radius | Commander

Strategic/Mational | Up to 65,000 fit
MALE OperationalTheatre “P "::Zssl_m w ut';il_"aits'ld JTF Heromn
Tactical Tactical Formation | YP Iﬂl-..:IEHHI b 1::%;? Brigade Hermes 450
600 kg)
Tactical Subunit Company,
Miimi Up to 3,000 ft| Up to 25
(= 150 kg) aunch Squad
_ Tactical Subunit
Micro™™ Up to 200 ft |Up to 5 ki Platoon. !
(<66 J) i,'marl\:::lg'rﬂhnnd AGL (LOS) Squad Black Widow
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& _.
CLASSIFICATION 2 NATO ATP-3.3.8.1 ¥g)

‘= MICRO (< 66J)

SEASSIUIN < MINI (< 15 kg)| ou eravrow |[Traven | [EERGSSV
'« SMALL (> 15 kg)

(< 150 kg)
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CLASSIFICATION ]
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wDJI
Phantom 4
MTOW 1.4kg

Diameter 30cm

Max speed 70kmu

ORLAN 10™

DJI Mavic 2 pro ' MTOW 16.5kg

- MTOW 0.9kg . Wing span 3.1m
30x20cm (20x9cm) Max speed 150 kmh
Max speed 70kmh | Max ceiling 5000m

RON 3

5.3kg
SPAN 0.9m
speed 130 kmh
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CHALLENGES

- Speed of technological developments
- Swarm & Swarming
- Independent Operation / Navigation
- Stealth
- Deconfliction: X-mas present, pizza or terroristic attack

- Development opponents
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