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ABSTRACT  

The interest in fast and secure optical communication link has grown in the last years driven by the 
increasing demand in data throughput for applications spanning from small satellites for global services to 
large satellites for secure communications, from Earth Observation distributed sensing networks to CubeSat 
constellations for in-orbit inspections of large satellites; in addition particular interest is also demonstrated 
by military market. Moreover, besides speed, in modern information society the secure communications are 
of the utmost importance: confidential and authenticated transfer of data between companies, financial 
institutions, military operators and public administration is crucial for maintaining the competitiveness of 
industry and increasingly it is also important for individuals. And optics offer new revolutionary tools to 
provide security in an unprecedented manner. This paper shows how this objectives are going to be reached. 

1.0 INTRODUCTION 

The market for optical data link constellations and HTS feeder links is very active and competitive; there is a 
new diffused tendency to propose the use of mini and micro satellites for the space activities related to 
optical data link networks. The interest on satellite optical communication link has grown also in the science 
domain, driven by the increasing demand in data downlink for scientific, planetary exploration and earth 
observation missions; in addition particular interest is also demonstrated by military and commercial market 
not only for the high data rates achievable but also for the security levels: low probability of intercept, 
quantum cryptography. 

And all this in a wide variety of possible scenarios: space-space, space-ground, space-aircraft, ground-
ground links, suitable to different kind of users with different purposes. 

Free space optical communication systems (FSO) answer to specific needs for satellite communication 
technologies, fitting with the objective of moving towards the Terabit-throughput satellite systems or 
target constellations in lower Earth orbit, making use of laser-based optical communication terminals. 
FSO communications is the technology which offers the possibility of breaking the bottleneck of radio 
frequency link by using an optical carrier with a frequency 10,000 times higher than in RF. Today optical 
communication systems using optical fibres already reach even beyond 1 Terabit/s capacity thanks to the 
dense wavelength division multiplexing (DWDM) technology. FSO demonstrators above 1 Tbps have been 
realized on ground. The activities described in this paper aim at extending the use of these technologies into 
space, as already planned (and funded) by most of the NATO Member States and by NASA and the 
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European Space Agency (e.g. the ARTES programme). 

2.0 OPTICAL VS. RF 

FSO communications are based on similar concept developed for radio frequency communication systems 
(RFS), in terms of system architecture and physical parameters that provide the communication behaviour. 
The main difference between the two systems is that FSO uses light (frequencies of hundreds of Thz) as 
carrier to transfer information while RFS uses electromagnetic waves with a much longer wavelength (in the 
MHz and GHz domain). The propagation channel properties in the two cases (optical and RF) lead the 
application fields and mission scenario of the two communication systems (FSO and RFS). 

A remarkable advantage is represented by the fact that optical communications working at optical 
frequencies permits to use devices with very large modulation and demodulation bandwidth allowing much 
higher bit rate inaccessible to RF communications. 

The expected bit rate for a typical FSO link is in the range between some hundreds Mbps (for deep space 
communications) to some tens of Gbps depending on distance, laser output power and telescopes (optical 
antenna) size. These transmission speeds cannot be reached with an equivalent RF transmission systems (i.e. 
same dimensions, mass and power). To cope with similar bit rate, an RF communications system would need 
larger antennas for both terminals (in order to reduce beam divergence) and / or greater power in the 
transmitter (which means, for space applications, larger S/C with larger power systems). Ground antennas 
are already large, but intensifying power also the side lobes become energetic as well, and the problem of 
interception (e.g. for military applications) becomes a concern. FSO systems are free from all these 
problems. 

The increase in high-speed data link and data handling capability of satellites and planned satellite clusters 
has reached a point that calls for the wide implementation of free-space laser communication links. The 
advantage related to the possibility of dealing with a huge data volume is related to the positive impact on the 
expanded content of the mission (or the reduction of mission duration) and on the duration of the required 
on-board processing (also considering that raw data are always more interesting as they may contain hidden 
significant information). Also the possibility of a faster data uplink has advantages, related to faster upload of 
observation planes, of planned SW upgrades and of SW bug fixing activity. 

Then, also the possibility to use mobile portable Optical Ground Stations (OGS) increases flexibility of this 
technique, allowing e.g. a laboratory to receive directly data originated by its instrument. 

The characteristics of laser communication beam in FSO implies the following considerations: 

• The relative small beam aperture and the high gain of the transmitter and receiver antenna
(implemented with telescope) in the optical domain mean narrower beam width with respect to RF
systems, making difficult the possibility of intercepting the data stream. As counterpart, it requires
an accurate tracking acquisition and pointing system, one order of magnitude more accurate
compared to the RF Systems

• FSO, which is highly directional, is a typical point to point communication; broadcast requires an
additional optical communication networks (e.g. satellites constellation)

• In general, power budget is proportional to the system communication carrier frequency squared, so
being FSO frequency carrier much higher with respect to RF system case, less transmitter power and
larger link distances can be attained while maintaining the same performance

From above considerations, it is clear that an optical communications network provides, besides the 
increased data throughput, additional competitive advantages compared to conventional RF systems: 
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Huge modulation bandwidth – In any communication system, the amount of data transported is directly 
related to the bandwidth of the modulated carrier. The allowable data bandwidth can be up to 20 % of the 
carrier frequency. Using an optical carrier whose frequency ranges from 1012 – 1016 Hz could thus permit up 
to 2000 THz data bandwidth. Optical communication therefore guarantees an increased information capacity 
compared to radio frequency based communication systems. This is simply because on the electromagnetic 
spectrum, the optical carrier frequency, which includes infrared, visible and ultra violet frequencies, is far 
greater than the radio frequency. The usable frequency bandwidth in RF range is comparatively lower by a 
factor of 105. 

Narrow beam divergence – The beam divergence is proportional to λ/D, where λ is the carrier wavelength 
and D the aperture diameter. Thus, the beam spread offered by the optical carrier is narrower than that of RF 
carrier. The optical radiation is known for its extremely narrow beam, a typical laser beam has a diffraction 
limited divergence of between 0.01 – 0.1 mrad . This leads to increase in the intensity of signal at the 
receiver for a given transmitted power or a larger link distance. This implies that the transmitted power is 
only concentrated within a very narrow area, thus providing an FSO link with adequate spatial isolation from 
its potential interferers. The tight spatial confinement also allows for the laser beams to operate nearly 
independently, providing virtually unlimited degrees of frequency reuse in many environments and makes 
data interception by unintended users difficult. Conversely, the narrowness of the beam implies a tighter 
alignment requirement. 

Operating on non-regulated frequencies – Optical frequencies are not regulated and due to their highly 
focused beam (see also security aspect) are less prone for interference. This avoids the need of frequency 
fillings for a communication constellation, thus clearly reducing legal and administrative risks. In addition, 
the lacks of regulations give the system operator a much higher freedom to utilize and deploy the system in 
line with customer needs. If e.g. demand in a certain geographical region increases, this demand can be 
easily satisfied with increased bandwidth, while in conventional RF either new frequency slots have to be 
requested or the market might not even be servable as no frequencies are available. Thus the freedom to 
deploy the system and the freedom to scale and adjust the communication capacity to needs and not to 
regulatory constrains provide a great benefit. In addition an optical satellite network does not interfere with 
existing satellite or terrestrial infrastructure reducing development and operational complexity. 

More bits per Watt/Kilo – The high data rates achievable with optical frequencies can also be translated in 
a much more fundamental advantage of the technology that has quite a significant impact . Optical 
frequencies allow transmitting more bits per required Watt/Weight. an optical terminal would use less on-
board resources and such would enable a smaller and less complex design, e.g. a satellite could reduce the 
size of solar panels and batteries, with lower costs and the possibility of either deploying more satellites or 
enabling a more cost efficient satellite system. Also launch costs would benefit of smaller weight. Or in case 
of providing similar on-board resources as for an conventional RF System, it is possible to significantly 
increase the data throughput, thus providing a more capable system for similar satellite and launch costs. a 
smaller wavelength of optical carrier permits the FSO designer to come up with a system that has smaller 
antenna than RF system to achieve the same gain (as antenna gain scales inversely proportional to the square 
of operating wavelength). Moreover the narrower beacon provides higher power density making sufficient a 
smaller antenna to collect the same power. 

Inherit security – An optical link is a point-to-point connection that has an inherent security due to the 
highly focused nature of the communication beam. E.g. in case of a LEO-to-Ground communication the 
footprint diameter on the ground of the laser signal is about 100 m, which makes it almost impossible to 
intercept the signal without the receiving entity to notice. The same is true to inter-satellite communication 
thus making it impossible to intercept and spoof an optical communication link. Therefore this built-in 
security could further reduce the cost as on-satellite encryption systems might not be necessary to protect the 
signal and given the increased interest in secure communication, might provide an inherent competitive 
advantage of an All optical satellite system. Furthermore, an optical communication link from satellite opens 
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usage is the base technique. 

Availability is the system capability of allowing easiness in data accessibility, also in terms of continuity 
and/or rapidity. 

Finally, Identification and verification of a claim of identity (Authentication), for system/service access 
purposes, is very important for any type of SecCom network. 

Thales Alenia Space Italia (TAS-I) has been recently awarded (2012-2014) from ESA for a study to 
investigate the application of secure optical communication to next generation of navigation systems 
(GNSS), which are envisaged to be driven on the one hand by increased navigation performances (in 
terms of accuracy, integrity, continuity, availability), and on the other hand by dual-use operation 
entailing increased robustness / resilience / security. 

The GNSS navigation systems belong to the domain of Radio-Navigation which, in turn, bases its 
theoretical basis in statistical theory of communications. Some of the NavCom application domains 
where security aspects play a relevant role are: 

• Air Traffic Management (e.g.: UAS);

• Intelligence, Surveillance & Reconnaissance (ISR) via Remote Sensing;

• Location Based Telemedicine Services;

• Maritime Traffic Management;

• Financial Transactions Control;

• Wireless Networks Access Control;

• Etc.

And the list, well known in literature, of possible threats for NavCom systems is: 

• Physical tampering, of the associated circuits, of the sensors control software, or even replacement
with malicious sensors under the attacker control;

• Physical  Interference, which can interrupts, obstructs or otherwise degrades or limits the effective
performance of the architecture of global communication.

• Physical Jamming and scrambling , i.e. the deliberate radiation or reflection of electromagnetic
energy to damage the link;

• Data Link Interception, Monitor and Eavesdropping, which is an effective violation of the privacy;

• Communication

• Data link Protocol Violation, with the attempt to generate continuous collisions

• Network Spoofing, to generates radio signals that mimic a useful signal and spread it on the same
frequency to deceive network operations.

• Network Meaconing, i.e. system which intercept the signals and retransmits them on the same
frequency to confuse network operations.

• Network Traffic Analysis, to identify a number of sensors with special roles or activities;

• Network nodes camouflage, in which opponents can insert their node or compromise nodes to hide
in the sensor network.

• Transport Flooding, consisting in sending many connection requests to a sensitive node which
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allocates all the requested resources until is saturation and is consequent inoperability. 

Optical communications addresses the ComSec problem at two levels: transmission security but also 
cryptography. Besides the ‘confidentiality’ provided by the narrow beam width and the accurate beam 
pointing, optical communications provides another revolutionary tool to address the problem of secure 
communications, i.e. the question of data cryptography. Today a breakthrough in mathematics or computer 
science could make current electronic data transfer encryption methods (such as SSL or RSA) 
instantaneously vulnerable. This is because the security of classical cryptography in use today relies on the 
(currently unproven) computational difficulty of certain mathematical functions. Hence, classical 
cryptography does not guarantee absolute and unconditional security, and any future quantum computer 
would enable solving exactly the mathematical functions in use today to encrypt data in polynomial time. 
Modern quantum cryptography, often also called quantum key distribution (QKD), looks essential in order to 
avoid that any quantum computer would be able to capture the plain text from the encrypted message within 
a very short time frame compared to its classical counterpart. 

Quantum Mechanics is one of the most revolutionary and successful physical theory of the last century we 
have and its predictions have been up to now verified with very high precision in experiments that no 
classical theory can otherwise explain. 

In recent years research into the very foundations of Quantum Physics has also led to a new field: quantum 
information technology, which carries the potential to revolutionize the way we communicate and process 
information. This conceptual revolution is based on the idea that information is not independent of the 
physical laws used to store and processes it. Therefore, in this new approach, the information is treated as a 
quantum concept. While the elementary quantity of classical information is the bit, which can take on one of 
two well defined states (0 or 1), in Quantum Information Theory the basic system in which information is 
encoded is the qubit, which is a coherent superposition of quantum states |0> and |1>. Important 
consequences of this new approach are the impossibility to make a perfect copy of a qubit (no-cloning 
theorem), and the possibility to share correlations stronger than any classical correlation between distinct 
parties (quantum entanglement). These new features can be exploited in new information processing 
protocols with enhanced performance and capabilities. Among these new protocols, the most successful ones 
are: Quantum Key Distribution, the topic of this discussion, and quantum teleportation, related to the 
fascinating (and bothering) concept of Quantum Entanglement, according to which two entangled particles 
(for example two electrons or two photons) are described by means of a global wave-function which reveals 
itself as a “spooky action at a distance”. 

The general cryptographic scheme for secure communication is called symmetric key cryptography, since 
the cryptographic key used at the transmitter to encrypt the message, according to a specific algorithm or 
function (cipher), is the same at the receiver. The security of a system is not determined by the secrecy of its 
algorithm, but only by the secrecy and length of the cryptographic key. The problem of security is shifted 
then to another issue: the distribution of random keys in a secure way. 

What is normally called quantum cryptography can help to solve the problem just mentioned of the 
distribution of a random key in a secure manner. Quantum cryptography cannot be used to communicate 
information in a secure way but it can indeed be used by two users to share a cryptographic key between 
each other in a secure way. That is why we normally call quantum cryptography with the name of quantum 
key distribution. 

A quantum key distribution system needs two communication channels: 

1. The Quantum Channel, for the transmission of the quantum bits.

2. The Classical Public Channel, for the communication of classical messages between the transmitter

Optical Links for Fast and 
Secure Communications on Ground and in Space 

2 - 6 STO-MP-SCI-283 

PUBLIC RELEASE 

PUBLIC RELEASE 



an

The most f
proposed it
left circula
the four po
random: in
other cases

After the q
chosen for
uncorrelate

According
from the o
comparing
an increase

The photon
large scale
larger state
communic
realized by
measureme
spectral fil

Quantum K
physics lab
distributing
no-cloning
presence o
channel. H

nd the receive

famous QKD
t in 1984, use

ar ones. The t
ossible states
n the cases w
s they will ju

qubit exchan
r each qubit. 
ed bits can be

g to Heisenbe
one in which
g a subset of t
e of the bit er

ns participati
e as the polar
es space of a
cation. On A
y one or mo
ent of the st
ltering of the 

Key Distribu
boratories to
g keys for en

g theorem th
of an eavesdr
Hence it has

er. 

D protocol, c
es two orthog
transmitter (A
. Bob perform

when Alice an
ust get random

nge phase, Bo
Alice then re
e discarded. 

erg's uncerta
h information
their exchang
rror rate beyo

ing to the link
rization of li
a single quan

Alice side, th
ore laser sou
tates is acco
incoming be

F

ution is the fi
o reach the in
ncryption ma
hat states tha
ropper is dete
s the intrinsi

alled BB84 f
gonal polariz
Alice) sends s
ms a measur
nd Bob choo
m independen

ob publicly a
eveals for ea

ainty principl
n has been e
ge outcomes,
ond a fixed th

k, among oth
ight, and it s
nta is the ess
he generation
urce and com
mplished on

eam is establi

Figure 2: Bloc

rst applicatio
ndustrial and
aking use of 
at it is not p
ected through
ic capability 

from the nam
zation bases, 
single qubits

rement on the
ose the same 
nt values. 

announces o
ach case if th

le, any meas
encoded) per
, can detect th
hreshold. 

her properties
spans a bi-dim
ence of the a
n of a train 
mponents lik
nce the temp
ished. 

ck Scheme o

on of quantum
d commercia
Quantum M

possible to p
h the perturba
y of saving m

me of the inv
for example 

s to the receiv
e qubits on o
basis they ge

n a public cl
he chosen bas

surement per
rturbs the qu
he presence o

s, have an int
mensional sp
advancement
of controlle

ke polarizers 
poral synchro

of QKD system

m informatio
al worlds. QK

Mechanics and
perform a pe
ation of the s
messages in

entors (Benn
the horizonta

ver (Bob), ran
ne of the two
et perfectly c

lassical chan
sis was the co

formed on a
ubit state. Th
of an eavesdr

trinsic spin. T
pace. The act
t introduced 
ed suitable q
and modula

onization as 

m 

on theory wh
KD is the on
d the laws of
erfect copy o
state that is tr
tegrity, not 

net and Brass
al-vertical an
ndomly chos
o bases, agai
correlated res

nnel which b
orrect one: th

a wrong basi
herefore Alic
ropper in the 

This property
ctive exploita

by the optic
quantum stat
ators. On Bo
well as the 

hich is getting
nly way to a
f Nature: bec
of a quantum
raveling in th
in terms of 

sard) which 
nd the right-
sen between 
in chosen at 
sults, in the 

asis he had 
his way the 

is (different 
e and Bob, 
channel by 

y appears at 
ation of this 
al quantum 
tes may be 
ob side, the 
spatial and 

g out of the 
assure it by 
cause of the 
m state, the 
he quantum 
f corruption 

Optical Links for Fast and 
Secure Communications on Ground and in Space 

STO-MP-SCI-283 2 - 7 

PUBLIC RELEASE 

PUBLIC RELEASE 



avoidance,

The mathe
and under 
alters in so
it has been
mechanics

The referen

With refer
defined ab

• M

• Da

• DR

• Na
Ae
(m

• Co

, but detectin

ematical unco
different att

ome way the 
n demonstrate
s. 

nce scenario 

rence to the F
ove) and con

MEO-MEO in

ata Relay Lin

RL between 

avCom Link
eronautical u

mainly Low b

ontrol links b

ng corruption 

onditional sec
tacks [2][3]. 
system was c
ed very pow

referred in T

Figure 3: R

Figure 3, the
nsequently to

nter-satellite l

nk (DRL) bet

GEO and Gr

ks between 
users) for n
bandwidth); 

between Grou

with high de

curity of QKD
It is remark

considered a 
erful and QK

TAS-I study i

Reference sce

e following l
 specific prot

link (ISL) 

tween MEO 

round Station

MEO satell
navigation sig

und Control S

egree of relia

KD has been d
kable that the

problem in t
KD is indeed

is summarise

enarios for C

links can be 
tection levels

satellites and

n(s) (wide ba

lite(s) and U
gnals recept

Segment and

ability 

demonstrated
e fact that a 
the applicatio

d the first “re

ed in the next

omSec mode

identified, e
s: 

d GEO satelli

and comms);

User Segme
tion and com

d MEO satell

d in many pap
measuremen

ons of quantu
al” applicatio

t figure: 

els study [1] 

ach subjected

ite  

nt (i.e.: Ter
mmunication

ites. 

pers for sever
nt of a quant
um informati
on that explo

d to specific

rrestrial, Ma
n messages 

ral protocol 
tum system 
ion whereas 
oit quantum 

c threats (as 

aritime and 
exchanging 

Optical Links for Fast and 
Secure Communications on Ground and in Space 

2 - 8 STO-MP-SCI-283 

PUBLIC RELEASE 

PUBLIC RELEASE 



• Gr

Each link 
possibly en
data, GNS
integrity pr

Ground-Gr

a) If there 
can influen
second Gro

If there ar
GNSS sate
which app
satellites a
more satell

Fi
f

round-Groun

will use a 
nhanced by c
SS managem
rotection and

round link ca

is the direct 
nce the feasib
ound-Segmen

re not the co
ellites; the sig
proaches to t
act a Trusted
lites and intra

igure 4 : Grou
from the first

nd link 

classical op
cryptographic

ment telemetr
d authenticati

an be perform

visibility bet
bility of the 
nt. 

onditions of v
gnal is transm
the Second-G
d node betwe
a-satellites lin

und-Ground l
t Ground-Stat

Second

ptical commu
c means; and
ry and teleco
ion with quan

med in two w

tween two G
link) the sign

visibility for 
mitted from t
Ground statio
een the two 
nks can be pe

link performe
tion to a GNS
d-Ground sta

unication lin
d a quantum o
ommand via
ntum distribu

ways. 

Ground-Segm
nal can be se

r a direct Gro
the first Grou
on for sendin
ground statio
erform, as sh

ed using one 
SS satellite pa
ation for send

nk for narrow
optical link f
a cryptograph
uted keys 

ments (they ar
ent by one G

ound-Ground
und-Station to
ng the signa
on. If needed
hown in Figu

GNSS satelli
assing above

ding the signa

w-beam secu
for secure tran
hic secrecy, 

re not so dist
Ground-Segm

d link, this c
o one GNSS 
l down (Figu
d, Ground-G
re 5. 

ite: the signa
e, which appr
al down. 

ured data tra
ansmission of

uncondition

tant that Eart
ment and rece

can be perfor
 satellite pas

gure 4). In th
Ground link c

al is transmitt
roaches to th

ansmission, 
f navigation 
nally secure 

th curvature 
eived by the 

rmed using 
sing above, 

his case the 
can involve 

ted 
e 

Optical Links for Fast and 
Secure Communications on Ground and in Space 

STO-MP-SCI-283 2 - 9 

PUBLIC RELEASE 

PUBLIC RELEASE 



Fig
fro

4.0 OB

The major
propagatio
scattering b
atmospher

As it pro
fluctuation
these phas
performan
optical com

In the near
spatial stru
spatial stru

In the far f
plane, the 
cause stron
channel im
wander) a
strength, b

For downl
reasonable
of the foca
detector fo
collecting 
component
spatial coh
become a 
the US[4] 

gure 5 : Groun
m the first Gr

satellite, wh

BSTACLE

r obstacle for
on of visible 
by air molecu
e (aerosols su

opagates thro
ns that cause 
e perturbatio
ce. Because 

mmunication

r field, as it 
ucture and ty
uctures cause

field, as it is 
interference 
ng coupling l
mpairments. 
and is sprea
oth causing s

link, scintilla
e (up to sever
al plane inten
or instance) m

area. For h
ts (as optica
herence of th
key technolo
for LCRD (d

nd-Ground lin
round-Station
hich approach

S AND M

r FSO comm
and IR wav
ules and abso
uch as dust, h

ough the tu
phase pertur

ons turn into 
of the comp

n systems typi

is the case in
ypical size de
 temporal flu

the case for 
pattern is no
losses when 
For uplink, 

ad into multi
strong fluctua

ation influenc
ral Gb/s), the
nsity and the 
might be suf
higher data 
al amplifiers)
he wave and
ogy for space
direct detecti

nk performed
n to a GNSS s
hes to the Se

MITIGATIO

munications i
velengths: atm
orption and s
haze, mist an

urbulent atm
rbations of th
phase and am
lexity associ
ically use int

n the receive
epend on the
uctuations of 

downlink in 
o longer an A

the optical p
the diffracti

iple speckles
ations of the 

ce is mitigate
e use of seve

use of a sin
fficient to sta
rates, the u
) is requested
d reach the 
e to ground o
ion with puls

d using more 
satellite, whic

econd-Ground

ON STRA

is related to 
mospheric tu
scattering by 
nd fog). 

mosphere an 
he wave, thus
mplitude per
iated with ph
tensity modu

er aperture pl
e turbulence 
the collected

the focal pla
Airy pattern. F
power is inje
ion pattern u
s (beam spr
collected opt

ted thanks to
eral hundred 
ngle fine poin
tabilize the f
use of few m
d. In this ca
diffraction li
optical links.
se position m

GNSS satell
ch transmits 
d station for s

ATEGIES

the large im
urbulence, ba

solid or liqu

optical wav
s impairing l
rturbations du
hase or frequ
lation with d

lane for dow
strength and 

d optical pow

ane of the rec
For downlink
cted into a si
undergoes ra
reading) in 
tical power.

o aperture av
μm detectors
nting mirror a
focal plane in
micrometers 
ase, adaptive
imit. For thi
 Several syst

modulation), i

ites: the sign
the signal to
sending the s

mpact of atm
ackground ra
uid suspended

ve encounte
ink performa
ue to diffract
ency modula
irect detectio

wnlink, intens
on the prop

wer also know

ceiver or for 
k, this loss of
ingle mode f

andom globa
a proportion

eraging. As 
s enables to c
and of a posi
ntensity distr

detectors o
optics is co

is reason ada
tems are now
in Japan as te

nal is transmi
o a second GN
signal down. 

mospheric eff
adiation, abso
d particles pr

ers index of
ance. After p
tion, thus imp
ation, current
on (IM/DD). 

sity patterns 
pagation dista
wn as scintilla

uplink in the
f spatial coh
fibre, thus re
al displaceme
n related to 

long as the 
collect the qu
ition sensor 
ribution on t
or single mo
onsidered to 

daptive optics
w in operatio
echnology de

tted 
NSS 

fects on the 
orption and 
resent in the 

f refraction 
propagation, 
pairing link 
t free-space 

arise. Their 
ance. These 
ation. 

e spacecraft 
erence may 
sulting into 
ents (beam 

turbulence 

data rate is 
uasi-totality 
(a quadrant 
the detector 
ode fibered 
restore the 

s (AO) has 
on, either in 
emonstrator 

Optical Links for Fast and 
Secure Communications on Ground and in Space 

2 - 10 STO-MP-SCI-283 

PUBLIC RELEASE 

PUBLIC RELEASE 



[5] (direct detection) in Europe for LEO experimental links [6] (direct detection) or GEO and LEO to ground 
optical feasibility demonstration [7] (coherent detection). 

Adaptive Optics consists in a real time compensation of the wavefront phase perturbations with a deformable 
mirror. The residual wavefront is measured thanks to a wavefront sensor. The real-time computer (RTC) 
converts the wavefront measurement into actuators commands to minimize the wavefront error. Thanks to 
this real-time correction, coupling losses can be drastically reduced. As the most important part of the 
turbulence contribution consists in the tip/tilt modes, the deformable mirror is usually cascaded with a fine 
pointing mirror sharing a common wavefront sensor. 

For uplink, the displacement of the spacecraft during the flight of the light between the emitter and the 
spacecraft must be compensated when pointing toward the spacecraft, resulting into a point-ahead angle 
(PAA). For the closest objects (HAP, LEO or MeO) the PAA is of several dozen µrad (around 50 µrad for 
typical LEO links). As it is greater than the typical decorrelation angle of atmospheric turbulence (also called 
anisoplanatism angle, AA), the pre-compensation of the uplink beam by AO from the measurement of the 
perturbations of the downlink beam is partially effective only. For being effective, the measurement must be 
performed in the direction of the PAA. In astronomy, this issue is solved using an artificial reference source 
created with a high power laser in the 90 km high sodium layer of the atmosphere, at the expense of 
significant costs and complexity. For uplink with GEO, pre-compensation using the wavefront measurement 
and correcting devices of the downlink is now considered with interest (mono-static configuration), as the 
PAA and AA are of the same order of magnitude. Various cases have been numerically studied considering 
the joint influence of PAA and of a tip/tilt compensation [8]. The consequences of a higher order pre-
compensation depend on the turbulence strength, of the turbulence distribution along the line of sight, and of 
the considered diameter for uplink. 

Another way to mitigate the effects of atmospheric turbulences is to take advantage of the reciprocity 
principle for bidirectional communication links[9]. The idea is to use the channel availability information 
given by the instantaneous level of the received signal to shape the emitted signal, either using a threshold or 
adapting the throughput to the actual budget link. Since the round-trip flight time of light is not taken into 
account, the a-priori more suitable situation is the uplink with GEO. 

In the last years, the use of OAM (Orbital Angular Momentum) states of a light beam has proved to be an 
efficient way to add multiplexing capabilities to the transmission channel. These states are characterized by 
helicoïdal phases that can be generated by electrically driven SLM (Spatial Light Modulator), and are 
mutually orthogonal. The OAM being a property of a single photon, its use is also suitable to low flux 
transmission (scenario 2). The effect of atmospheric turbulences is, besides possible fading of individual 
signals, to induce cross-talk between neighbouring (sub) channels, thus deteriorating the link performance. 
Mitigation techniques using suitable coding to correct random errors, wavefront corrections (AO) to 
compensate for the crosstalk interferences [10], or both have been proposed. To our knowledge no 
implementation of this multiplexing approach has yet been reported for space communications. 

Similar to other atmospheric factors cloud attention is based on extinction (absorption and scattering 
processes). Normally, clouds produce easily atmospheric attenuations exceeding 15 dB up to hundreds of dB 
per km, which could block the optical signal completely. They also introduce temporal dispersion, causing 
pulse spreading, which limits the bandwidth and makes the effect of clouds even more severe than fog. All 
this leads to fact that the mitigation of cloud attenuation is very problematic. Although it is possible to be 
used PPM modulation from very high order and LDPC with very low code rate the probability for reliable 
communication is very low. 

The problem can be mitigate by analysing OGS site selection and site diversity. Moreover a PAT system 
with short acquisition time and fast target switch and the use of inertial tracking can improve the link quality. 
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5.0 SPACE DEMONSTRATORS AND TAS ACTIVITIES 

While RF communications are consolidated systems, the FSO systems are a relatively new application, 
although several experimental demonstrators have been successfully carried out in the last twenty years. 
USA has been a precursor  with the development of this technology since decades, and now results are 
becoming evident with LADEE (Lunar Atmosphere and Dust Environment Explorer) mission, which carried 
a Laser Link Communication Demonstrator (LLCD) that, using pulse-position modulation (PPM) at 1550 
nm, successfully transmitted up to 622 Mbps of data back to Earth. And now plans to demonstrate data relay 
from LEO through GEO and then down to Ground, with the support of a network of Optical Ground Stations 
[11]. 

But also Europe and ESA are reaching important targets, like the implementation of the European Data 
Relay System (EDRS) for data relay services for the Sentinel 1a, 1b and Sentinel 2a, 2b Earth observation 
satellites. Related technology is under development by major industries in Germany, France and Switzerland.  

In recent years, Thales Alenia Space Italia has led important studies in this context and performed a number 
of specific activities related to the development of FSO communication prototypes, but also different related 
subsystems. 

In 2008 TAS-I successfully tested a pair of communication terminal prototypes for feasibility demonstration 
of optical communication system with the goal of a stratospheric flight mission in the next future. An optical 
link at 2.5 Gbps has been established between two fixed locations on ground, in direct visibility and at an 
horizontal distance representative of the corresponding stratospheric mission path in atmosphere. 

In 2014 TAS-I upgraded the existing terminals by integrating in the same architecture a quantum secure 
channel with the objective of investigating the potential of optical-quantum links for the next generation 
navigation systems. The achievable performances of the proposed design has been experimentally assessed 
verified and validated by means of a successful test campaign performed with an open-field demonstrator, 
which integrated multiple functionalities (i.e., free space quantum key distribution and full-duplex 
bidirectional high speed communications link) in a challenging environment (link through atmosphere). 

Additional projects are carried on to develop enhanced pointing and tracking systems, able to support optical 
links from inter-planetary distances (few AUs from Earth). 

Today TAS-I is approaching the problem from a new perspective, revising the whole system functional 
description in order to recognize common functional blocks and identify suitable interfaces to build up a new 
concept of modular architecture. Thanks to the above described open field test campaigns and 
complementary studies, TAS-I has established a remarkable background of knowledge and experience of 
major competitiveness in the European panorama, with the objective of sustaining it throughout this crucial 
period of renewed interest for this strategic technology. 

6.0 CONCLUSIONS 

The deployment of space and ground optical communication networks is in the close future. this is also 
revealed by the increasing number of contracts issued by the worldwide space agencies about a large number 
of technical and technological aspects of an FSO architecture (PAT techniques, Modulation & Coding, 
hybrid architectures , Optical Ground Stations and related information networks); telecommunications 
service providers and newly born venture capital funded start-up are announcing the development of optical 
communication network services to support high data rate transfer from LEO to Ground, with the objective 
of sustaining human activities: voice, images, data, navigation, secure communications. 

The Inter-agency Operations Advisory Group (IOAG) has also established an Optical Link Study Group 
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(OLSG with seven international space agency members) to investigate the business case for cross support of 
spacecraft that may utilize optical communications in the future, also identifying the need to develop a 
roadmap focused on an efficient standardization process. 

Free Space Optical Communication in space is a young market which is going to grow rapidly in the next 
decades, as it is already observed today in ground applications. 

Thales Alenia Space Italia is actively working on the development of Optical Telecommunications Networks 
(OTN), with the ambitious objective of targeting a larger market combining functionalities and flexibility, 
matching specific market needs that can arise in the future, disclosing new business strategies while pushing 
the technological development. The target is an architecture able to address: 

• Performance

• Flexibility

• Resilience

• Versatility

• Security

• Power saving

• Efficiency

• Complementarity

The development of a product that targets a dynamical market can also allow to quickly develop different 
modules to address new stakeholders. It is a flexible product capable to be an optical communications 
terminal suitable to different environments and different levels of security, but also a scientific instrument 
that can perform science and transmit its own huge amount of data with the necessary efficiency (see 
Table  1). 

Table  1: Examples of different target markets with specific needs 

Product Target market 

Quantum secure optical communications Military, High security applications 

Hybridization FSO-RFS system Telecom, broadcasting, downlink optimization 

HAP (High Altitude Platform) optical terminal Telecom, broadcasting, downlink optimization 

Hybridization FSO-other optical functions (lidar, 
altimeter, optical observation,… 

Exploration (planets, asteroids…) 

FSO at different wavelengths Future technology evolution, research 
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