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ABSTRACT

Vehicles, aircraft, and satellites typically use control buses for efficient communication among devices and
microcontrollers. Examples include the controller area network (CAN) bus in automobiles, the Aeronautical Radio
Incorporated 429 (ARINC 429) standard used in commercial aircraft, and MIL-STD-1553 used in military
aircraft. These bus standards were developed and implemented roughly 40 years ago when the inherent air-
gapped nature of the systems was considered to provide adequate security. Over time, this assumption has proven
false with numerous accounts of breaches in air-gapped systems (e.g., Stuxnet). One concern with vehicles and
aircraft might be the possibility of rogue devices being installed (perhaps via maintenance technician) which
could, in turn, disrupt the proper operation of the vehicle’s data bus. Previous research has investigated the use
of device fingerprinting via subtle variations in analog waveforms of the MIL-STD-1553 bus, but additional
hardware and software were required to collect and process the transmitted messages. In this paper, we explore
the feasibility of using the organic capability of commercial-off-the-shelf avionics data bus interface cards to
ascertain whether or not a new device has been installed or is masquerading as a different one. Because equipment
already present on the aircraft is being used, this additional security feature is readily achievable without
impacting size, weight, or power requirements.

1.0 MOTIVATION

Dedicated control buses were developed in the late 1960s and early 1970s when the growth of electronics and
computing was making communication and sharing information between devices inefficient [1]. These early buses
moved away from the conventional point-to-point wiring and analog signaling for communication and adopted a
shared pathway and digital signaling. In the realm of computer networks, as more devices were inter-connected,
the need for security became evident as these systems proved to be vulnerable to hackers. In turn, this evolved into
a cyclical hardening process where designers would attempt to secure a system and hackers to compromise it. This
practice ultimately led to far more protected and resilient computing and networked systems.

However, the control buses within vehicles, aircraft, satellites, and many other cyber-physical systems (CPSs)
followed a different path. These systems did not undergo the same hardening process because they were mostly
cut-off from adversarial hackers due to their inherent air-gapped design, limited access to components, and innate
complexity. These factors led to an inherent-trust methodology where it is assumed that any device communicating
on a bus is trustworthy. Many of these early standards were adopted and widely used across multiple industries
despite having no methods for ensuring device authentication or data integrity. Stuxnet [2], [3] and attacks against
modern vehicles [4] have proven the impregnability assumptions of these of air-gapped systems to be false and
exemplified the credibility issue with CPSs [5].
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MIL-STD-1553 is one such standard that was developed and widely adopted by the United Stated Department of
Defense [6]. Unfortunately, this standard was written without security in mind and is the backbone of many
systems that are still used today. Moreover, replacing the bus with a modern, more secure alternative is cost
prohibitive. These limitations mean engineers and designers need to find ways to incorporate security and
resiliency into legacy systems without significantly impacting cost, performance, or scheduling.

While there are many examples of such processes being studied for the CAN bus [7]-[10], their application is
somewhat limited. One study specifically looks at using the periodic nature of the 1553 message frames to develop
an intrusion detection system (IDS) [11]. This method operates at the network layer where it uses message
addressing and Markov chains to predict the probability that one message address will follow another. This
technique is useful in detecting when a rogue device may be inserting false messages during dead-bus times or
conducting a denial-of-service attack. However, the technique would not be beneficial in trying to detect a device
that is masquerading as another or injecting false data. For example, if a device on the bus was replaced with one
that was compromised and communicated at the expected intervals, it is unlikely the technique would detect any
malicious activity.

This paper examines using the Radio Frequency Distinct Native Attribute (RF-DNA) fingerprinting process to
discriminate between devices and detect rogue devices at the physical layer of communication [12], [13]. Note,
this technique has been applied extensively at the Air Force Institute of Technology (AFIT) on wired systems
where it is often termed Wired Signal Distinct Native Attribute (WS-DNA) fingerprinting. Unlike conventional
WS-DNA, which collects signals using sophisticated oscilloscopes or other system signal collectors, applying this
technique to organic 1553 interface cards like those found within operational systems allows the systems to detect
rogue devices whether it was communicating at the specified interval or not.

The remainder of this document is organized as follows: Section 11 provides a brief overview of MIL-STD-1553
and the Alta Data Technologies interface card used for collection. Section 11l describes the RF-DNA process
and how it was used to collect and process the MIL-STD-1553 waveforms. Section IV describes the experiment
layout and the scenarios being tested, and Section V gives the results of the study. Section VI discusses the
impact and of the results and how they can be used to build more resilient systems. Then Section VI concludes
the paper and provides recommendations for further study.

2.0 BACKGROUND

2.1 MIL-STD-1553 Physical Layer

The layout of a MIL-STD-1553 bus consists of three types of interconnected terminals. The bus operates in a
master/slave relationship with a bus controller (BC) issuing commands for multiple remote terminals (RTs) and
being monitored by a bus monitor (BM) [14]. There is only one BC, but there can be multiple BMs and one to 31
RTs on a single bus. Fig. 1 shows a simple MIL-STD-1553 configuration with a two RTs. The terminals are
connected to a bus network topology using transformer couplers and a twisted-pair shielded cable. The standard
specifies that the cable must have a characteristic impedance of 70 to 85 ohms, a capacitance of 30 pF/ft, and a
cable attenuation of 1.5 dB per 100 feet [15]. Each end of a cable must be terminated with a 78-ohm resistor which
is meant to match the cable's characteristic impedance. These resistors minimize the reflections on the cable by
simulating an infinite transmission line [16].

The bus has no direct current voltage component when communicating which allows the terminals to be connected
to the bus either through direct coupling or transformer coupling [17]. The two coupling methods differ with the
use of an additional coupling transformer. The transformer coupling method is far more prevalent with the direct
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coupling being used only for early 1553 systems. Direct coupling is more susceptible to impedance mismatch and
is also limited to one-foot stubs, where the transformer coupling can have stub lengths up to 20 ft [1]. The two
coupling methods can be seen in Fig. 2.

Fig. 1 - Simple Bus Configuration.
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Fig. 2 - Direct and Transformer Coupling.

2.2  MIL-STD-1553 Protocol

MIL-STD-1553 sends bits serially over the bus using pulse code modulation. The protocol encodes bits using a
bi-phase Manchester Il format, which allows the bus to communicate using high and low voltage levels where the
line-to-line or peak-to-peak voltage out of the transmitter is between 18-27 Volts [18]. Manchester encoding
represents the bit values (zero and one) by a pulse transition and the polarity of that transition. These transitions
occur at the halfway point of the clock cycle for the data bus. The clock operates at 1 MHz for the 1553 standard,
so a logical 1 is represented 0.5 ps high pulse followed by a 0.5 ps low pulse, and a logical 0 by the low-to-high
transition [18]. The BC and RTs send bits over the bus in frames called words that encompass a three-bit sync,
then 16 encoded bits, and a final parity bit for a total of 20 bits. The sync is encoded in three-bit invalid Manchester
format that alerts the terminals on the bus that a new word is being sent and allows triggering for the devices to
synchronize. The parity bit is the final bit and provides an error check on the words transmitted.

There are three types of words (command, status, and data) that combine to form different messages and transfer
data from one device to another. There are a total of 10 distinct message formats, labeled by what the terminal is
transmitting and receiving [1]. For example, one of the most common message formats is a BC-RT message that
transmits data from the BC to the RT. Other common messages are RT-BC and RT-RT. The other seven
combinations involve mode codes, which the protocol uses for error checking and bus operation commands, and
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the broadcast versions of the combinations already discussed. All messages captured for this experiment were RT-
BC messages and triggered on the status word. Fig. 3 displays the format of these messages.

Response Upto32 Intermessage
| Time I | Data Wordsl | Gap |

* ok #

Fig. 3 - RT-BC Message Format.

2.3  Alta Data Technology Cards

The experiments were conducted using an Alta Data Technologies (Alta) interface card to collect message signals
for three RT devices. The Alta card is a PCIE4L-1553 inserted into a Windows Desktop and controlled through
C++ code and Microsoft Visual Studio. This type of interface card is often used in laboratory environments and
can emulate a BC, RT, or BM. The following tests used the Alta card as the BM. The card was set-up to trigger
on the start of a status word response to an RT-BC message and to begin collecting bus voltages using its signal
capture feature. The signal capture feature allows the card to collect up to 2048 bus voltage samples at a rate of 20
MHz, or 50 ns per sample. The card stores each voltage value in an 8-bit register buffer [19].

The number of samples and size of the Signal Capture Data register present two limitations in collecting the
signals. First, each signal capture only collects up to 2048 samples at a rate of 20 Mega-samples/s. Therefore, it
can only obtain a total of 102.4 ps of data, which equates to just over five total contiguous words for an RT-BC
message, far less than the maximum possible 33-word message response (i.e., one status and 32 data words) sent
by each device. The second limitation is that the 8-bit register introduces quantization effects and hard limits on
the resolution of the voltage. The signal capture was designed to measure signals between -15 and 15 V. The 256
possible values of the 8-bit register are quantized uniformly, which makes it have a quantile interval of 0.117 V
per least-significant bit [20]. For cards with the capability to gather samples faster or with higher voltage resolution,
the classification and verification explored in this paper would be better. This relationship is evident in other WS-
DNA studies [21] [22] that capture signals using oscilloscopes and more sophisticated signal capturing methods.
However, using such equipment requires additional hardware to be added to the platform which in most cases is
undesirable or infeasible.

3.0 DATA COLLECTION METHOD

RF-DNA fingerprinting is a physical layer security measure that captures domain specific attributes from devices
by computing statistics on their waveforms.

3.1 Region of Interest

The first step in the fingerprinting process is finding a region of interest (ROI). The ROI is the section of the
waveform over which the statistical fingerprints will be developed. It is essential that collection is taken over a
region that is consistent and shared between all the devices that will be discriminated against. For this study, three
different ROIs were chosen from the status word response. The first was the sync portion of the status word and
was chosen because it is consistent across all RTs on a bus. The next region selected was the sync portion and the
following RT address. This section was chosen because it is the maximum number of bits that are consistent in a
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transmitted status word for an RT. While this region would not be ideal as a system-wide classifier, on an RT level,
it works well to spot a masquerading device. The last region was all 20 bits (20 ps) of the status word. This region
is longer and gives more samples to help refine a model, but it is not necessarily stable for each RT. The bits
following the RT address in a status word (bits 9-20) are used to indicate an error (bit 9), send notification flags
from the system (bits 10-11 and 16-19), and are reserved (bits 12-15). These bits are not guaranteed to be static,
but they are typically always zero and used to alert the system of events which need attention. Thus, while
monitoring the whole status word may raise false-alarms to intrusion, it will likely correspond to occurrences that
require attention anyway. Fig. 4 shows the 20-bit status word for reference.

BITTIMES 1 2l3]a R ERERIE IR RER RN R ER R R R RER RER B
STATUS 5 I 1 1 3 I 1 1 1 1 1
WORD
SYNC REMOTE TERMINAL | I | | RESERVED u| I | I |
aooress | M oM & gl el el
& e
JSJ{" & o {Q@" o
% e
& \Q&“; e & s‘ﬁ&sﬁ’ p
& & &

Fig. 4 - MIL-STD-1553 Status Word. Figure modified from [1].

3.2 Sub-Regions

Each of the regions is then further subdivided into sub-regions to gather more representative statistics. The ROIs
are divided by three times the number of bit times the region overlaps. The dissection results in nine sub-regions
for the sync region, 24 for the RT region, and 60 for the status region. This division helps to isolate the steady
portions of the sync bits and to separate the rise and fall transitions of the other bits. Leading samples were also
added to give an equivalent number of samples to each region, which results in the sync word having eight
samples/sub region, and the RT and status regions have seven samples/sub region. Fig. 5 shows each region and
the corresponding sub regions.
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Fig. 5 - ROI and Sub-regions.
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3.3  Statistical Fingerprint Calculation

Fingerprints are then generated in the Time Domain (TD) from the signal’s instantaneous amplitude a[n], phase
¢[n], and frequency f[n]. Each instantaneous feature then has its mean value removed (centered) and then is
normalized (division by the maximum value). This process helps to ensure that the waveform is being analyzed
rather than the losses from the transmission medium. After centering and normalization, the standard deviation,
variance, skewness, and kurtosis are calculated for each sub region to form a fingerprint for the device under test
(DUT).

4.0 EXPERIMENT CONFIGURATIONS

Two configurations were used to test the viability of WS DNA to discriminate between devices and detect a rogue
device masquerading on the bus. Models were developed using three 1553 devices that were all the same make
and model and only differed by serial number. The first configuration, Fig. 6, is the most straightforward bus
configuration possible and was used to test the characterization methodology without effects from cabling and
other couplers. The second configuration, Fig. 7, was a 150 ft test bus that was used to represent the size of an
operational bus as would be found on an aircraft or other vehicle. For every test, a total of 5,000 status word
responses were captured.

C1

T-78Q 1 T-78Q
T[] §bii.

L_Stb-1 Stb-2 Swb-3 Stubd
T —T—

?H

BUS

.LI

‘ CL-240
CL-72
CL-60

: [ Device 1-3

Fig. 6 - Configuration 1.

c2 C3 C4 C5 c6
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=

|:] Device

Fig. 7 — Configuration 2.

6-6 STO-MP-SCI-300



B | NATO
éP oy MIL-STD-1553 Device
Characterization using Organic Interface Functionality

4.1 Configuration 1 Tests

Two different tests were conducted using configuration one. The first test involved adding a coupler, C2, off of
coupler C1 at increasing cable distances. Five scenarios were tested: (1) the classification without C2, (2) the
addition of C2 at six inches, (3) 36 inches, (4) 180 inches, and (5) 240 inches. This test was done to see whether
the addition of a second coupler had effects on the gathered fingerprints. The configuration for this test can be seen
in Fig. 8.

c2

CL-72
CL-60

. l[ Device 1-3
o

Fig. 8 - Configuration 1, Test 1.

The second test was conducted by taking samples at increasing time intervals to determine whether device heating
had any effects on the gathered fingerprints. The equipment layout for this test did not change from Fig. 6.
Collections were taken at 15, 30, 45, and 60 minutes during the system’s runtime. Each capture took approximately
three minutes to collect which gave time to reset the triggers for the collection process.

4.2  Configuration 2 Tests

Three tests were conducted using configuration two. The first test moved a device along the bus, at different
coupler distances, to see how well the model developed from the default configuration worked. The test took a
collection at each coupler location and analyzed to see whether it would fall within a 90% verification threshold
established for the C1 results. Figure 9 shows the arrangement of this test.

The second test used an unmodeled rogue device as the communicating RT. The device was of the same make and
model as Devices 1-3 to determine whether the model was sophisticated enough to reject it as a rogue device.
Once again, the device was tested at each coupler. Fig. 10 shows the layout of this test.

The final test was to determine whether the loading effects of a rogue bus listener could be detected when an
authorized device was communicating. The communicating device remained connected to coupler C1, and a
collection was done with the rogue device at each location. The configuration of the final test can be seen in
Fig. 11.
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Fig. 9 - Configuration 2, Test 1.
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Fig. 11 - Configuration 2, Test 3.
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5.0 RESULTS

The results of each test are represented within tables that show either the classification or verification rate
(whichever is applicable). The classification tables are displayed as confusion matrices, where the rows represent
the instances of the actual class, and each column represents the instances predicted class. The classifier is designed
to make a single determination on which device the waveform “looks most like”. This means the rows of each
confusion block will add up to 100% (5000 instances). The tested variable in each experiment has its confusion
matrix for each value and that is appended unto the others to form the table.

In conventional RF-DNA studies, the established benchmark for a successful classifier is a 90% true-positive rate.
Keeping this benchmark, the tables represent any instance that meets this requirement highlighted in green and
anything that falls below 90% highlighted yellow. A few instances are highlighted in red, corresponding to large
configuration alterations overly degrading the model causing it to incorrectly classify the device more often.

The verification tables have the same layout and represent the actual instances as rows and whether the instance
passed an established threshold as columns. The threshold helps determine whether the device is consistent enough
to be considered authentic or should be rejected as a rogue device. Within the verification tables, a single waveform
instance may pass the threshold values established for zero, one, two, or three devices; this means that unlike the
classification tables there is no significance to adding the columns of a row together. Each instance in the
acceptance table is just a percentage measure on whether a message sent from the actual device should be
considered as authentic for the predicted device. The verification thresholds are based on the maximum Euclidian
distance the waveform’s projection can be from the modeled means in the Fisher space. The threshold limits were
established so that the training data used in the development of the model would have a 90% acceptance rate. This
decision criteria means that it is unlikely that the acceptance rate will ever be much higher than 90% and anything
in the 80% range will be considered successful. All true-acceptance measures above 80% will be highlighted in
green and measures below in yellow. An instance will only be highlighted red if the false-positive rate for another
device exceeds the true-positive rate. For configuration 2, test 2 the highlighting convention will be any values
below 50% are green and above red; this is because the objective of these test is to reject situations where there is
arogue device.

5.1 Configuration 1, Test 1

Table 1 shows the classification results for this test. There are some trends that can be ascertained from the results.
The first is the classification results are not what would be considered successful in conventional WS-DNA, where
it expects a 90% discrimination accuracy; there are a couple of statistics that exceed 90%, but this is not the typical
result.

The second trend is that expanding the region of interest had a significant effect on the classifier’s accuracy;
moving from the sync to RT ROI there was an average gain of 17.09% and from RT to status a 7.90% gain in true-
positive classifications. The last trend identified deals with how the Fisher Projections shift with added cabling.
For the RT and status ROIs, the longer the cable added the higher the likelihood that the device is classified as
Device 3, whether it is Device 3 or not. Fig. 12 shows the Fisher Projection fingerprint results without any
additional cabling (same configuration from which the model was developed) and Fig. 13 shows how adding
additional cabling, while using the same model, causes each of the projected fingerprints to shift down and right
away from the model’s means for each class. This shifting effect results in a greater number of the fingerprints
looking more like Device 3. This shift is a model specific phenomenon and involves how Multiple Discriminant
Analysis dimensionally reduces from Ny features to N, — 1 features, where N is the number of classes. It is

STO-MP-SCI-300 6-9



MIL-STD-1553 Device \\l:il ;

Characterization using Organic Interface Functionality organization

unlikely this relationship would remain consistent if the system were retrained, the system may gravitate towards
a different device or the gains from adding more cabling could be increased or reduced.

Table 1: Configuration 1, Test 1 Classification. G — True Positive > 90%; Y — True Positive < 90%;
R — False Positive > True Positive.

Classified As
C1 - No Coupler 6 in Cable & C2 36 in Cable & C2 180 in Cable & C2 240 in Cable & C2

Dev1 |Dev2 |Dev3 |Dev1 |Dev2 |Dev3 |Dev1 |Dev2 |[Dev3 |Dev1 |Dev2 |[Dev3 |Dev1 |[Dev2 |Dev3

— | Sync | 7429 | 19.9 581 ] 69.63 | 25.06 | 531 | 70.86 | 23.28 | 5.86 | 79.21 | 16.03 | 4.76 82.8 7.56 9.64

g RT | 83.98 | 13.6 242 | 79.37 | 16.33 43 7727 | 1645 | 628 | 7313 | 9.62 | 17.25 | 5297 | 3.82 | 43.21
© Status] 92.02 | 7.27 0.71 | 8947 | 9.69 0.84 ] 88.92 | 10.02 | 1.06 | 89.06 | 6.66 4.28 70.8 2.55 | 26.65
% ~ Sync | 2446 | 70.2 534 ] 1881 | 735 769 | 20.36 | 71.14 8.5 39.01 | 52.76 | 8.23 | 44.65 | 46.34 | 9.01
% g RT | 1084 | 87.93 | 1.23 8.62 | 87.84 | 3.54 947 | 8619 | 4.34 | 19.68 | 73.12 7.2 2268 | 6545 | 11.87
§ Status] 6.42 | 93.25 | 0.33 557 | 9351 | 092 6.23 | 9264 | 113 | 1567 | 8117 | 3.16 | 1911 | 74.77 | 6.12
o | Sync | 28.81 122 | 58.99 | 45.99 | 12.97 | 41.04 | 44.84 | 10.19 | 44.97 | 35.96 5 59.04 | 35.31 | 5.09 59.6

g RT | 13.78 | 4.12 82.1 1249 | 418 | 83.33 | 9.55 3.15 87.3 3.62 0.99 | 95.39 | 3.56 1.03 | 95.41
Status| 8.42 2.64 | 88.94 | 9.07 349 | 8744 ] 598 259 | 9143 | 157 058 | 97.85 | 1.28 0.64 | 98.08

015

Fig. 13 - Configuration 1, Test 1 Coupler and 240 inch Cable. Status Region Fisher Plane.
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The verification results, Table 2, also have some trends that can be analyzed. This table has an analogous trend
where more cabling leads to a lower verification rate, no matter the device. There are a few percentages that
increase from the 6- to the 36-inch test but not significantly. It appears the addition of the coupler had a greater
effect on acceptance than the lengthening of the cable between couplers C1 and C2. Expanding the ROI does not
seem to have a clear impact on raising or lower the acceptance rate for true-device acceptance when looked at by
acceptance rate on the longest cable tested. Where the expanded ROIs excel is in their ability to more reliably
reject the devices that are not communicating. On average the acceptance rate for false devices is 51.53% for the
sync region, 18.50% for the RT region, and 5.84% for the status region.

Table 2: Configuration 1, Test 1 Verification. G — True Verification Rate (TVR) > 80%; Y - TVR < 90%;
R - False Verification Rate (FVR) > TVR.

Acceptance Rate
C1 - No Coupler 6in Cable & C2 36 in Cable & C2 180 in Cable & C2 240 in Cable & C2

Dev1 |Dev2 |Dev3 |Dev1 |Dev2 |Dev3 |Dev1l |Dev2 |[Dev3 |Dev1 |Dev2 ([Dev3 |Dev1 |Dev2 |Dev3
Sync | 89.59 | 63.95 | 50.16 | 84.35 | 61.77 | 39.46 | 84.29 | 61.28 | 4145 | 8267 | 48.8 | 38.71 | 80.64 | 36.92 | 43.86

RT | 89.58 | 31.43 7 89.05 | 36.47 | 11.28 | 87.31 | 3557 | 14.61 | 80.21 | 22.84 | 30.47 | 56.03 | 10.07 | 52.85
Status| 83.12 | 10.23 | 0.32 | 85.83 | 14.09 | 047 | 84.34 | 14.84 | 0.67 | 81.98 | 1049 | 261 | 53.72 | 3.69 | 17.26
Sync | 57.9 | 88.12 | 4442 | 47.64 | 82.27 | 3522 | 4947 | 83.17 | 37.58 | 71.19 | 83.84 51 76.29 | 81.15 | 55.16

RT 301 | 88.85 | 2.56 | 25.02 | 8518 | 5.25 266 | 84.88 6.2 4276 | 81.71 | 1294 | 46.11 | 753 | 20.14
Status] 1042 | 85.95 | 0.18 9.09 | 8528 | 042 | 10.33 | 85.73 | 0.52 | 21.18 | 78.41 143 | 2359 | 7051 | 3.18
Sync | 60.25 | 52.24 | 90.31 | 76.35 | 54.93 | 83.23 | 73.22 | 48.89 | 83.32 | 56.78 | 30.36 | 80.13 | 52.93 | 27.72 | 76.7

RT | 2084 | 642 | 8712 | 1888 | 6.37 | 8748 | 14.73 | 434 | 87.81 | 553 131 | 73.36 | 5.08 1.3 66.19
Status] 4.97 1.22 80.8 5.65 172 | 79.06 | 3.51 113 | 8222 | 0.91 0.2 75.1 0.66 0.22 | 67.83

Dev 1

Actual Device
Dev 2

Dev 3

5.2 Configuration 1, Test 2

The classification results seen in Table 3 exhibit many of the same trends discussed with Test 1—specifically, the
increased classification rate as the ROIs were expanded and a shifting of the Fisher Projections (this time in Device
2’s favor). RT, emulator card, and component heating are the likely causes of this shift. A temperature probe took
readings of the outside of the three RT devices during the test, and they fluctuated from 73.7 °F to 93.2 °F.

Table 3: Configuration 1, Test 2 Classification. G — True Positive > 90%; Y — True Positive < 90%o;
R — False Positive > True Positive.

Classified As
0 min 15 min 30 min 45 min 60 min

Dev1 |Dev2 |Dev3 |Dev1 |Dev2 |Dev3 |Dev1l |Dev2 |[Dev3 |Dev1 |Dev2 ([Dev3 |Dev1 |Dev2 |Dev3
Sync ] 61.7 | 2553 | 12.77 | 60.9 | 27.04 | 12.06 | 59.21 | 29.53 | 11.26 | 594 | 31.27 | 9.33 59.8 | 3162 | 858

RT | 79.25 | 1447 | 628 | 77.09 | 18.78 | 4.13 | 75.21 214 339 | 7347 | 2356 | 297 | 73.16 | 2453 | 2.31
Status| 89.85 | 7.01 314 | 8711 | 1046 | 243 | 86.12 | 11.76 | 212 | 84.93 | 13.57 1.5 84.19 | 14.64 | 117
Sync | 18.75 | 7449 | 6.76 | 16.86 | 76.45 | 6.69 | 15.89 | 78.34 | 5.77 14.84 | 79.25 | 591 12.51 | 83.02 | 4.47

RT | 10.25 | 88.2 1.55 8.62 | 89.38 2 7.75 | 90.54 | 1.71 7.31 91.04 1.65 619 | 9248 | 1.33
Status] 543 | 93.85 | 0.72 572 | 9322 | 1.06 485 | 9447 | 0.68 5.3 93.96 | 0.74 3.85 95.7 0.45
Sync | 14.26 | 8.08 | 77.66 | 18.47 | 11.25 | 70.28 | 21.15 | 12.11 | 66.74 | 23.34 | 13.85 | 62.81 235 | 1464 | 61.86

RT 8.86 2 89.14 | 16.41 3.63 | 79.96 | 19.31 | 457 | 76.12 | 22.54 | 6.01 7145 | 23.88 6.7 69.42
Status] 5.31 1 9369 | 1162 | 285 | 8553 | 14.67 | 3.74 | 8159 | 1834 | 473 | 76.93 | 1952 | 585 | 74.63

Dev 1

Dev 2

Actual Device

Dev 3
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The verification results, Table 4, were slightly better than those reported in Test 1. The average true-acceptance
rate in Test 2 was 84.82%, compared to Test 1’s 81.19%. Both tests had similar false acceptance rates of 25.83%
and 25.29%. These measures signify that the WS-DNA model is more robust against temperature variation than
configuration change. As in configuration 1, test 1, expanding the ROI lowered the false-acceptance rate but unlike
test 1, in test 2 it also lowered the true-acceptance rate in each case.

Table 4: Configuration 1, Test 2 Verification. G— TVR >80%; Y - TVR <90%; R - FVR > TVR.

Acceptance Rate
0 min 15 min 30 min 45 min 60 min

Dev1 |Dev2 |Dev3 |Dev1 |Dev2 |Dev3 |Dev1 |Dev2 |[Dev3 |Dev1 |Dev2 |[Dev3 |Dev1 |[Dev2 |Dev3
Sync | 89.05 | 76.28 | 4541 | 88.22 | 76.23 | 43.75 | 87.01 | 77.58 | 4157 | 86.44 | 78.8 | 37.87 | 86.05 | 78.2 35.3

RT | 88.73 | 3849 | 1231 | 87.84 | 4369 | 8.85 | 86.36 | 46.09 | 7.17 | 85.59 | 48.07 | 6.28 | 84.09 | 48.36 | 5.33
Status] 86.4 | 12.69 | 2.85 | 8368 | 17.38 | 2.11 827 | 1834 | 191 81.73 | 2016 | 141 | 80.07 | 21.25 | 1.13
Sync | 61.99 | 90.94 | 2586 | 56.7 | 87.58 | 24.47 | 53.41 | 86.09 | 20.53 | 51.59 | 84.82 | 20.46 | 47.47 | 83.94 | 15.39

RT | 36.26 | 89.59 | 224 | 31.92 87 2.3 28 85.76 | 2.08 275 | 8365 | 1.86 | 24.58 | 83.98 1.4
Status] 12.03 | 87.95 0.3 11.37 | 85.22 | 049 | 10.07 | 8418 | 0.35 | 10.82 | 84.24 | 0.32 7.78 | 8298 | 0.21
Sync | 4547 | 36.2 | 89.86 | 55.31 | 44.81 | 90.08 | 58.73 | 48.77 | 89.77 | 6244 | 52.8 | 88.75 | 62.7 | 53.23 | 87.12

RT | 14.73 3.6 88.52 | 26.05 | 6.77 | 85.88 | 3044 | 9.16 835 | 34.29 | 11.61 | 80.08 | 35.78 | 12.43 | 78.87
Status| 4.48 0.64 | 8573 | 10.09 | 1.73 | 79.82 | 12.6 2.83 | 76.14 | 16.52 3.8 71.74 | 17.61 4.6 68.97

Dev 1

Dev 2

Actual Device

Dev 3

5.3 Configuration 2, Test 1

This test was done to study the robustness of the model when the RT was measured off different couplers, using
the model developed off C1. The classification and verification results, Table 5 and 6, show that moving the RT
has a far more prominent effect than either test conducted in configuration one. The Fisher plane shift favors
Device 2 to the degree that any measurement taken after C2 will be classified as Device 2. Even at C2 the model
begins to degrade with only one instance of Device 1 and 3 being classified correctly. The verification results also
show a significant effect on the model’s ability to verify devices that traverse along a bus. Any ability to reliably
authenticate the device disappears after the second coupler.

Table 5: Configuration 2, Test 1 Classification. G — True Positive > 90%; Y — True Positive <90%; R —False
Positive > True Positive.

Classified As

C1 C2 C3 C4 C5 C6
Dev1|Dev2|Dev3|Dev1|Dev2|Dev3|Dev1|Dev2|Dev3|Dev1|Dev2|Dev3]|Dev1|Dev2|Dev3]Dev1|Dev2|Dev3
_ |.Sync 63| 139| 23.1] 584| 23.1| 185| 44.6| 554 0] 57| 941 0.1 0| 916 84 0| 688| 31.2
g RT 78.9 70 141 0.6 994 0 0f 100 0 0f 100 0 0 100 0 0 100 0
o Status| 90.3| 2.1 7.6 0 100 0 0| 100 0 0| 100 0 0| 835 115 0] 90.1 9.9
% ~ Sync | 21.7| 66.7| 11.6] 34.1 47| 189] 16.8| 83.2 0 19| 979| 03 0| 932 68 0| 785| 215
% g RT 16.1| 82.6 1.3 0 100 0 0f 100 0 0f 100 0 0| 100 0 0| 100 0
§ Status| 81| 916 0.3 0 100 0 0| 100 0 0| 100 0 0| 958 43 0 94 6
o | Sync | 11.8| 36| 846] 345 34| 31.5] 43.1| 56.8| 0.1 15| 985 0 0| 825 175 0| 384| 61.6
g RT 57| 02| 9441 3.1 964| 05 0| 100 0 0| 100 0 0| 100 0 0 100 0
Status 1.3 0 987 13| 98.7 0 0f 100 0 0f 100 0 0| 61.7| 383 0| 81| 15.9
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Table 6: Configuration 2, Test 1 Verification. G — TVR >80%; Y - TVR <90%; R - FVR > TVR.

Acceptance Rate
C1 C2 C3 C4 C5 C6
Dev1|Dev2|Dev3|Dev1|Dev2|Dev3|Dev1|Dev2|Dev3]|Dev1|Dev2|Dev3]Dev1|Dev2|Dev3|Dev1]|Dev2|Dev3
_ | Sync | 87.1| 527| 56.7| 704| 482| 372] 21 23| 04 14| 55| 03 0 0 0 0 0 0
g RT 87.8| 16.8] 23.6] 15| 30. 0 0 0 0 0 0 0 0 0 0 0 0 0
o Status| 80.5| 16| 4.2 0] 1.8 0 0 0 0 0 0 0 0 0 0 0 0 0
% o |.Sync | 609| 884 314] 635 716| 368] 19| 53| 01 13| 77| 03 0 0 0 0 0 0
% g RT 33| 86.8] 16 0 59 0 0 0 0 0 0 0 0 0 0 0 0 0
§ Status| 5.8| 79.7 0 0 0.1 0 0 0 0 0 0 0 0 0 0 0 0 0
o | Sync | 413| 185| 87.8] 61.| 564| 476] 11.| 129| 08] 06| 48] 0.1 0 0 0 0 0 0
é RT 13| 03| 876] 75| 659 0.3 0 01 0 0 0 0 0 0 0 0 0 0
Status| 0.6 0| 8.7 09| 533 0 0 02 0 0 0 0 0 0 0 0 0 0
54  Configuration 2, Test 2

This test was done to study the ability of the system to reject (not accept) a rogue device as valid. Only the
verification results table was included (Table 7) because inclusion of the classification results would be non-
informative and counter intuitive. Any incident value below 50% was decided to be the benchmark for success of
this test, and the system performed well with only the sync and RT ROIls off C1 exceeding the established
benchmark. Also, as happened in the previous test, all the verification rates after C2 were extremely small. While
this may not be a desirable result for authenticating a moving device, it is for detecting a rogue one.

Table 7: Configuration 2, Test 2 Verification. G — TVR <50%; R - FVR > 50%.

Acceptance Rate
C1 C2 C3 C4 C5 C6
Dev1|Dev2|Dev3|Dev1|Dev2|Dev3|Dev1|Dev2|Dev3|Dev1|Dev2|Dev3|Dev1|Dev2|Dev3]|Dev1|Dev2|Dev3
3 < Sync | 345 83| 26.9] 48.3| 448| 125] 1.3 10 05 15| 96| 28 0 0 0 0 0 0
% g RT 37.1 63| 123] 02 99 0 0 0 0 0 0 0 0 0 0 0 0 0
< Status| 31.7| 222| 84 0| 64 0 0 0 0 0 0 0 0 0 0 0 0 0
5,5 Configuration 2, Test 3

The final test was to study the impact a rogue listening device would have on the system. The bus monitor acts as
a passive element on the system. Its effect on the system will be from the loading at each coupler and how this
affects the transmission characteristics of the waveform along the bus. The classification results in Table 8 show
an interesting result where the classification appears to get worse as the listener is moved to C2 but after that
improves with measurements taken off C5 correctly classifying each of the devices. The final collection off C6
then reversed the trend again producing lowered measured values. Fig. 14 shows how the results deviate from the
model means for the middle couplers and then rebounds for the last two. This effect could be a result of either how
the model dimensionally reduces or the rogue listener having less disturbance towards the bus edges.
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Table 8: Configuration 2, Test 3 Classification. G— True Positive > 90%; Y — True Positive < 90%;
R — False Positive > True Positive.

Classified As

C1 - Listener C2 - Listener C3-Listener C4 - Listener C5 - Listener C6 - Listener
Dev1|Dev2|Dev3|Dev1|Dev2|Dev3|Dev1|Dev2|Dev3|Dev1|Dev2|Dev3|Dev1|Dev2|Dev3]|Dev1|Dev2|Dev3
_ | Sync| 267 48| 685 0 27| 973 0| 156| 84.5] 03| 43.| 56.7) 71.8| 256| 26] 61.1| 36.7| 22
g RT 0.8 0 99.2 0 0 100 0 0| 100] 03] 05| 99.2] 67.7| 321 0.2] 59.9| 39.7| 04
o Status| 3.2 0| 96.8 0 0 100] 1.3] 02| 985] 26.9| 16.7| 564| 915| 85| 0.1 87| 85| 46
% o |Sync 96| 392| 51.3 0| 16.8| 83.2 0| 49.4| 506 0| 782| 21.9] 116| 869| 15| 144 84| 15
% g RT 47| 45| 909 0 0 100 0| 06| 994] 02| 10.8| 89.1 14| 98.6 0] 22| 978 0
§ Status| 5.8| 43| 89.9 0 01] 9991 06| 10.2] 892] 35| 64.2| 323] 0.7 993 0] 11.7| 868 15
o | Sync 23| 06| 97.1 0] 08| 99.2 0| 28| 972 0| 15.| 85.1 30| 18.7| 51.2 40| 30.7| 29.3
é RT 0 0| 100 0 0| 100 0 0| 100 0 0| 100] 385 10| 51.5] 54.| 15.8| 30.2
Status 0 0 100 0 0 100 0 0f 100 0| 07| 99.3] 304| 88| 60.7) 16.9| 27| 804

(a) Measured off C1.

(d) Measured off C4.

(e) Measured off C5.

(c) Measured off C3.

(f) Measured off C6.

Fig. 14 - Configuration 2, Test 3 Rogue Listener. Status Region Dimensionally Reduced Fisher Plane.

The verification results (Table 9) had a similar phenomenon, which like the previous test showed low acceptance
rates for any incident off the couplers following C1. The results also start to peak at C5 and reverse and begin to
reverse at C6.
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Table 9: Configuration 2, Test 3 Verification. G — TVR >80%; Y - TVR <90%; R - FVR > TVR.

Acceptance Rate
C1 - Listener C2 - Listener C3-Listener C4 - Listener C5 - Listener C6 - Listener

Dev1|Dev2|Dev3|Dev1|Dev2|Dev3|Dev1|Dev2|Dev3|Dev1|Dev2|Dev3|Dev1|Dev2|Dev3]|Dev1|Dev2|Dev3
Sync | 54.1| 21.3| 87.7] 02| 03| 188] 02| 11| 114] 38| 207 321] 81.9| 55.7| 225] 76.4| 63.1| 19.7
RT 17 0 537 0 0 0 0 0 39] 09| 01| 56.8] 645| 324| 09] 58.7| 364 13
Status| 05 0| 304 0 06] 04| 0.01] 419] 153| 49| 33| 612| 34 0] 70.7] 45 2
Sync | 385| 589| 747 4.8 0. 02| 13] 01 491 32| 321| 837 99] 322 79.2| 105
RT 87| 14| 811 0.7 0 0| 58] 04| 04| 308] 38| 688 0] 51| 66.8 0
Status 2| 04] 65 12.8] 02| 03] 338] 11 88| 85| 04| T71. 0] 75| 633] 02
Sync| 104| 35| 69.9 2.7 0| 0.02] 14] 041 1.7 7.7] 63.7| 50.7| 821] 746| 66.2| 68.5
RT 0 0 6 0 0 0 0 0 0| 22| 50.7| 11.9| 59.7] 67.8| 20.7| 40.2
Status 0 0 55 0 0 0| 26 0 0| 288] 16.5 19| 37.02) 86| 0.6| 598

Dev 1

0.

Dev 2

Actual Device

Dev 3

o|lo|lo]|o (o |o]lo

3
0
0
0
0
0

6.0 DISCUSSION

There is currently no capability on MIL-STD-1553 systems for authenticating a device that is communicating.
Considering this lack of protection, the classification and verification capabilities discussed are promising.
Additionally, there is the benefit that this capability can likely be implemented without additional equipment,
through coding and have the models updated without the need for extra oscilloscopes and collection devices.

Also, while some of the verification numbers are low, the perceived weakness can be used to help detect certain
types of attacks. The most apparent example deals with the lower verification rate in the tests where the bus was
modified, or the rogue BM attached. The model fails to correctly classify/verify the device when large changes are
made to the configurations; however, correct identification is not a desirable feature with aircraft security where
alteration to the physical bus should raise alarm. Additionally, while the model seems susceptible to the loading
effects of adding on couplers or other devices, this feature is ideally suited for detecting a rogue listening device
that could be used to exfiltrate data from a system.

7.0 CONCLUSION AND FUTURE WORK

These results proved promising and encourage further study. To expand on this research and provide a more
representative real system many improvements can be made. The addition of an out-of-class option could help
combat the Fisher Plane shifts by characterize anything that shifts too far beyond the training means as an
unrecognized device. The configuration of the tests and their execution are part of the reason for the small variation
in the waveforms. In a true 1553 system, the devices will be modeled off different couplers, likely have a fixed
location on the bus, and probably be of different makes and models. These facts are likely significant enough to
give enough separation in the classification model to significantly increase the classification accuracy obtained.
To the final point on the slower sampling and lower resolution used to take the measurements, any additional
capacity available will make the model better and more reliable.

Each of the improvements discussed could expand on this work. It would also be useful to further explore if the
effects of loading and timing could be modeled to predict what the fingerprints should look like in different
situations. Lastly, to be genuinely representative of a real-world bus it would be useful to expand the test to multiple
RTs on a single bus and supply it with real-operational data.
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8.0 DISCLAIMER

The views expressed in this paper are those of the authors and do not reflect the official policy or position of the
United States Air Force, the U.S. DoD, or the U.S. Government.
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